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a. BACnet{H (Value) X§%. Present_Value B 205K , kE BACnet IESNER
Wit &% Modbus, M Modbus 3£[B]fRI1E ¥ 5 5 Present_Value B,

b. BACnet #iti (Output) X¥% ., Modbus E[B]{E¥ F #T Relinguish_Default JE14E, 7+ :
BACRouter /~373F SubscribeCOVProperty fR%- , FTRAUZ A %A Relinguish_Default
%t COV BAN.

c. —/> BACnet iy (Output) X% K F—1 BACnet #i A\ (Input) Zk{H (Value) X3,
BACnet#i! (Output)X3% AT 4541245 , BACnet i \ (Input) Bi{H (Value) Y%K
%t Modbus 3Z[E]| 18

Y— P NI RF IR Modbus iR S M A RE SRR , o DU HIRS % E
HE_E N, BB NIRRT AR EA) Modbus #ihit PUR BRA R A RIR%E .

5. HELIERTT

"SACSV, 5 T34 CSV, A AT RENIRS , XA CSV AT RURIMHIFE Excel
BRETPWARENRESHER.

"ERE ) TRATEUMAENENRNRE R,

itEdht ATRATHESK R Modbus ik,

"SARK HAEHEEXHSARK. NGEESHEERIFAZE,

TR AR ESR BRSSO EC E AR A RURTR Sk M

"WMESAN ) BERNREXHESARFTRAENG, YREANRIFRE.
"MEXHIS . BRETE NI RRBIS.

"MERK BAERECEXHIARK , FHFNATS N,
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1. FEER[E[FA:

BACnet SrHER RVHEAKAER , MESH/MEE A, REEE—&KBBEK. HKHE[LEHT
S RNESES. FUNERESE RN WA REMER & REFF S IP imH -5 Ethernet ¥
A, A [P 5 Ethernet I ARIEK ., HEPINZEHMK AR EESS BT UHBN ML
EIEZ

2. WILE-Sihae:

BACnet BEXMZEHENF MWL SRR ME—K. WMRFR , HERER. HETHH%
FRERSVE SR A LAHENF IR RS SR,

3. MS/TP FoikiEH:

ENRKMS/TP TFBRWERRE | BEARE. MATFEMORFRE , AR MEZEE
LA, AB KARKBEKIL 0 , W B THRENRSS. FHRESE —LMRE
(R ANRIEARIRES LAEE DIP FFRITEI'ON"IIME)

=
BX

RATHEHIAILEC A gE S BB R B TTIEFRISM |, FERETEET L RRA it
HHER  WRATA T3R &K MAC HI N T I E.

HERROERFRALE, ABZkiHfE% , MAC IR, MaURY RUBERE,
A ReRA,

4. Wireshark 3%4:

Wireshark g F &bt : https://www.wireshark.org/download.html

&I BIP 4848 U AT R
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No. Time Source Destination Protocol Length Info
1 5419.498000 192.168.100.1 192.168.100.255 BACnet -NPDU 38 Networknumber-Is
2 5419.498000 192.168.100.1 192.168.180.255 BACnet -NPDU 35 Who-Is-Router-To-Network
3 5419.998000 192.168.160.1 192.168.100.255 BACnet -APDU 53 Unconfirmed-REQ i-Am device, @
4 5419.998000 192.168.100.1 192.168.180.255 BACnet -NPDU 39 I-Am-Router-To-Network
5 5437.338000 192.168.160.1 192.168.100.255 BACnet -APDU 57 Unconfirmed-REQ i-Am device, 52055
6 5479.998000 192.168.1600.1 192.168.100.255 BACnet -APDU 53 Unconfirmed-REQ i-Am device, ®
7 5482.698000 192.168.160.1 192.168.100.255 BACnet -NPDU 39 I-Am-Router-To-Network
8 5527.358000 192.168.100.1 192.168.100.255 BACnet -APDU 57 Unconfirmed-REQ i-Am device, 52055
9 5569.9986000 192.168.160.1 192.168.100.255 BACnet -APDU 53 Unconfirmed-REQ i-Am device, @
10 5573.598000 192.168.100.1 192.168.100.255 BACnet -NPDU 39 I-Am-Router-To-Network
11 5662.318000 192.168.1600.1 192.168.1680.255 BACnet -APDU 57 Unconfirmed-REQ i-Am device, 52055
12 5704.998000 192.168.100.1 192.168.100.255 BACnet -APDU 53 Unconfirmed-REQ i-Am device,®
13 5710.0986606 192.168.16060.1 192 .168.180.255 BACnet -NPDU 39 I-Am-Router-To-Network
14 5864.248000 192.168.100.1 192.168.100.255 BACnet -APDU 57 Unconfirmed-REQ i-Am device, 52055
15 5902.268000 192.16 00.138 192.168.100.1 BACnet -APDU 45 Confirmed-REQ readProperty[ 17] device,® object-list
16 5902.268000 192.168. 1 192.168.100. BACnet -APDU Complex-ACK readProperty[ 17] device,® object-list device

Frame 16: 51 bytes on wire (488 bits), 51 bytes captured (408 bits)
Internet Protocol Version 4, Src: 192.168.100.1, Dst: 192.168.100.138
User Datagram Protocel, Src Port: 47888, Dst Port: 47808
BACnet Virtual Link Control
Building Automation and Control Network NPDU
Building Automation and Control Network APDU
@011 .... = APDU Type: Complex-ACK (3)
b .... BOBO = PDU Flags: 0Ox@
Invoke ID: 17
Service Cheoice: readProperty (12)
ObjectIdentifier: device, ©
Property Identifier: object-list (78)
{[3]
ObjectIdentifier: device, ©

3]

v v

[&] 24: FH Wireshark F7#] H7##<H BIP £

T &R MS/TP #48 STEESITRE  CE4FR A 115.2kbps , EEXEXA T AARBRIE
®) :

No. Time Source Destination Protocol Length Info
1566 0.000350 Ox7T oxee BACnet 8 BACnet MS/TP Token
1567 0.007945 0x00 0x54 BACnet 8 BACnet MS/TP Poll For Master
1568 0.097840 Ox00 Ox64 BACnet 8 BACnet MS/TP Token
0.000358 BACnet -APDU 3 confirmed-REQ readProperty[ 28] device, 4194303 protocol-services-supported
1570 0.000350 Ox7f Ox64 BACnet 8 BACnet MS/TP Reply Postponed
1571 ©.000350 0x64 x6b BACnet 8 BACnet MS/TP Poll For Master
1572 0.020000 Ox64 ox7f BACnet 8 BACnet MS/TP Token
1573 0.000355 ox7f 0x00 BACnet 8 BACnet MS/TP Token
1574 0.002580 0x00 x55 BACnet 8 BACnet MS/TP Poll For Master
1575 0.099885 Ox00 Ox64 BACnet 8 BACnet MS/TP Token
1576 0.000350 0x64 Ox6c BACnet 8 BACnet MS/TP Poll For Master
1577 0.020000 Ox64 ox7f BACnet 8 BACnet MS/TP Token
1578 0.000355 Ox7f Ox64 BACnet -APDU 32 Complex-ACK readProperty[ 28] device,52055 protocol-services-supported
1579 0.000350 Ox7T 0x00 BACnet 8 BACnet MS/TP Token
1580 0.000850 0x00 0x56 BACnet 8 BACnet MS/TP Poll For Master
1581 0.091820 Ox00 0x64 BACnet 8 BACnet MS/TP Token
1582 0.000350 Ox64 ox7f BACnet -APDU 29 confirmed-REQ readPropertyMultiple[199]
1583 0.000355 Ox7f Ox64 BACnet 8 BACnet MS/TP Reply Postponed
1584 0.000350 0x64 ox6d BACnet 8 BACnet MS/TP Poll For Master
1585 0.020000 Ox64 ox7f BACnet 8 BACnet MS/TP Token
1586 0.000355 Ox7T 0xe0 BACnet 8 BACnet MS/TP Token
1587 ©.007970 0x00 Ox57 BACnet 8 BACnet MS/TP Poll For Master

Frame 1569: 23 bytes on wire (184 bits), 23 bytes captured (184 bits)
BACnet MS/TP, Src (100), Dst (127), BACnet Data Expecting Reply
Building Automation and Control Network NPDU
Building Automation and Control Network APDU

0800 .... = APDU Type: Confirmed-REQ (@)

PR

b .... B00® = PDU Flags: 0x0
.00 .... = Max Response Segments accepted: Unspecified (0)
. 0101 = size of Maximum ADPU accepted: Up to 1476 octets (fits in an ISO 8802-3 frame) (5)

Invoke ID: 28
Service Choice: readProperty (12)
+ ObjectIdentifier: device, 4194303
v Property Identifier: protoceol-services-supported (97)

[&] 25: JH Wireshark #TH##3569MS/TP £1 (115.2kbps , /g &)
5. AiEIE TE API:
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BT API A] AR (EM B Sk FEEIIR RS A ESREAEHIT.
HTTP £ : Digest

EEELE{S S : http://192.168.100.1/app/config

EEEEHEAEE © http://192.168.100.1/app/capture _summary
Z4A353E - http://192.168.100.1/app/read_capture

Python 7RBIFEF T #K http://www.hvacrcontrol.com/wp-content/uploads/api.py
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